COPSHeader COPSI| pv4Addr ess
o COPSReason _—-
t

T s
i e it COPSMeg | [ remmae i 1 | oopsipv4lininterface |
T = B
clientType: u_int16_t N . - g niaiaE g . I |
msglength : u_int32_t
v L COPSI pv4l nt er f ace
addr : OOPSI pv4Addr ess
f 1 nd H t 32_t
COPSEF r or &. IO 8 0 Joiend '~ copsi pv4aut I nterface |
|

COPSI nterf ace | ]

errCode : u_int16_t
errSubCode © u_int16_t

‘ COPSI pv6l nl nterface ‘
COPSHand| e {

COPSI pv6l nter f ace

< ]
LR o o B
COPSChj Header 8 Ofiimersl
h N

length : u_int16_t
%cmm: uints i t ‘ COPSI pv6Qut I nt er f ace ‘
cType : u_int8_t | |
COPSCont ext — [ 1

reqType : u_int16_t

messageType : u_int16_t

‘ COPSI| pv4Last PdpAddr ess ‘

1
COPSI| pv6Addr ess
COPSI| pv4PdpAddr ess i i
(:(PSPUDAddT ess S %addv : COPS| pv4Addr ess 4/
— pad : u_int16_t

g-{cpPort © uintlet <H COPSRedi r PdpAddr ess ‘

COPSReport Type

reportType : u_int16_t
pad : u_int16_t

: i COPSIntegrity COPSI pv6PdpAddr ess COPSI pv6Last PdpAddr ess |
‘ COPSKATI ner ‘ COPSTi nmer Keyld : u_int32_t addr : COPSI pv6Addr ess 8 !
SRR seqNumber : u_int32_t pad : u_int16_t
&‘P‘ wervaTue : G.int16_t %m gest : Data %tcp%rl D ou_int16_t ﬂj
- - COPS| pv6Redi r PdpAddr ess
COPSAcct Ti mer ad I P P ‘

COPSDeci si on

coPsd i ent S fricnde tamt' | 4| coPSLPDPDecision |
Qpdata: Data | data : charr | i |
COPSMsgPar ser
e R
Parses a given COPS nsg and buil ds a COPSMsg
obj ect .

COPSTr ancei ver Class inplements read/wite of COPS nessage
' |froma socket.
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Si ngel ton cl ass ,
responsi bl e for

maki ng

connection to the PDP and COPSMsg A Pol Request object is an
also maintain the health interface for PEPLib client to
of the connection by using 1 make a Policy Request.lt also
Keep- al i ve mechani sm 1 keeps a reference to the COPSMsg
Ve =
-7 Pol Request | - Pol i cyTransacti on
PEPAgent +uses $aut h() i@ trld: unsigned |ong
1+ SinmplStart() 1 :
o gmnagy
enabl e -
S %di sabl eQS() ReqTi nmedCut
ReqUninti ali zed 1 & retryCount : inpt
: init() 1 init()
VThr eadPool AN ReqState ' | @fail()
‘ RegPending | — N — g
d ass inpl enents . g “ - ReqFail ed
a thread pool send() Sdel ()
with a configured -
nunber of worker RtleqSentl Decl npl Fi ni shed
t hr eads. &tlmar © Timef
r ecei ved() Lconpl et e()
DecRecei ved ReqConpl et e
i npl Start () “del et e()
ReqgDel et ed Decl mpl St art ed
cl eanUp() i npl Fin()
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Si ngel ton cl ass. Mai nt ai ns
connection to the PEP and
also listening for the COPS
nmessage from PEPs. Whenever

AN

a nessage is arrived
queued till a thread

avail abal e to process the

, it is

is

Runs in a separate
t hread. Send a
Keep-al i ve nessage to

LSS, all PEPs those are
// ////
,/ _
PDPAgent KeepAl i veAgent
: 1 1
Takes a COPSRequest and determ nes Takes a COPS
1 if request is for |ocal decision message and
or for renote. Based on the Cient translate it into
VThr eadPool type and nmessage type it asks OSP and Vi ce- ver sa.
T Agent Factory to create an Agent.
~ \
1..* 4 1
AThr ead uses COPSPr ocessor uses Agent Fact ory Pol i cyTr ansl at or
1
uses
1
COPSAgent COPSOSPAgent
> .
COPSDef aul t Agent COPSRSVPAgent COPSQoSAgent
I \ N
\\ \
def aul t handl er Handl e Handl es any
for any COPS RSVP- COPS I ocal decision
requests. request froma requests for
rsvp client. QoS.
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Takes a COPSClientSlI vector, parses B
NaredDat aPar ser Lgfrdata and seve it in the key val ue
[For exanple data

User | aUser @ovi da. com

will be saved in key "User" wth val ue
"aUser @ovi da. cont

Runs in a separate thread. Send a
~_ _Keep-alive nessage to all PEPs those
are connect ed.

KeepAl i veAgent

Singelton class that reads Policy
Server/ OSP rel ated configuration

PolicyCfg - data from PorvisionServer and
1 . 1 caches it in the nenory.
- \\\ 1
}// \/ 1 T~

PDPSer ver Dat a PEPCl | ent Dat a OSPSer ver Dat a
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An i nstance of
Pol i cyServer.

ﬁ Li brary hol ds the

objects to handl e the

1 1 request from PEP and
PDP PDPLib | —also do the translation
***************** from COPS to OSP.
- | ~
P — [ E— lcoPsCor e
CommonlLi b OSPLi b
N \\

N AN \

\\ N
Li brary contai ns common

obj ects that can be shared third party CH.

by the PEP and PDP. One
exanple is a threadPool

obj ect.

\
| npl enents the
COPS pr ot ocol

AN
Li brary to support ﬁ
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A SIP Proxy client
trying to use the
Pol i cySer ver

Li brary contains objects to

/ support a policy request from
) t he marshal and communi cate it
J/ to PDP for both request and
1 deci sion. (A PEP inpl enent ation)
Mar shal i PEPLib -
7 N
7/ N
Ve N
/ N
% \\
I E— 1
COPSCor e CommonLi b
//’ N
| N\
\’/ \\
: A set of common
| npl enents the ;
COPS pr ot ocol ﬁ obj ects shared ﬁ
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PepAgen PdpAgen VThr ead Wor ker T COPSPr o Agent Fa Agent
t t Pool hr ead cessor ctory
L cops meg | ! }

assi gn( cd‘nnecti on) }

. | .
assi gn(connection)

—

read CO:’$ message

process( #IPSM;g)

creat eA‘gent (di er]‘t Type, MsgType, connection)

[
cr eat eAgent (connecti on)

\
1 \
\ \
| |
\ \
| | |
\ \ \
\ \ \
\ \ \
} } } return >
\ \ \ \
} } } pr ocess((COPSMsg) }
! ! ! ! 1
| | | ] | X
\ \ \ \ \
\ \ COPS MSG rédsponse [ [ p—
I I I I I
u | | | | |
‘ ‘ ‘ ‘ ‘ retlirn
[ [ [ | return 1
[ [ [ return . [
\ \ \
| | | |
\ \ \ [ \
| | | | |
! ! ! ! ! T
Sequence di agram when message cones from PEP and handl ed N
at the PDP.
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Mar shal PepAgen SendQue SendThr Respons RespThr UsageQu UsageTh PDP

t ue ead eQueue ead eue read
auth | | | | | | |
put (Pol Request) } } } } } }
| | | | | |
getNext _| | send COPS s | |
\ \ \ \ g
wait for }response } } } }
< ! | DEC \ ! !
l l l l
7 put ( Pol Requesit) | | |
il \ \
) | | M& | |
\ \ \ \
\ \ \ \ \
\ \ \ L \ \ \ \
j j cal | Cal | pack( Pol Reqpest) j j } } i
] | | | | U | | |
Call in prog‘gress } } } | } } }
<— ! ! ! ! ! | |
\ \ \ \ \ \ \
T - \ \ \ \ \ \ \
i mpl Fin()
\ \ \ put!( Pol Requestl) \ \ \ \
1 1 1 1 1 get Next () sendUsaﬁ;e()
\ \ \ \ L
\ \ \ \ \
\ \ \ \ \
\ \ \ \ \
| | | | | |
o \ \ \ \ \ \ \
| | | | | | | | |
\ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \
| | | | | | | | |
Sequence di agram for Marshal making request to PEP |ib. ﬁ
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SUA Mar shal Pol Requ PEPAgen PDPAgen | | COPSPro | | LDPAgen | | COPSPro | | COSPTra PolicyTra OSPI nt f Rout er
est t t cessor t cessor nsl at or nsaction
%ﬂﬁ \ \ \ \ \ \ \ ! ! !
auth(fromto) 1 } } } } } } } }
I
} ‘newPoIRequ>t(from to)} } } } } } } }
| T | | | | | | | |
\ init() \ \ \ \ \ \ \ \ \
\ \ S \ \ \ \ \ \ \ \
\ \ T \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ send() | \ \ \ \ \ \ \
| | < | | | | | | | | |
\ \ send(Pol Reqtiest) \ \ \ \ \ \ \ \
| | REQ | | | | | | | |
\ \ T ‘ \ \ \ \ \ \ \
\ \ | asi gn(|COPSMsg) | | \ \ \ \
| | | i f ((.ﬁP) assi gp(O(PSMs | | | |
} } } } } new Pol i cyﬂr ansaction } }
\ \ \ \ \ sendReq() \ \
| | | | | | |
‘ ‘ ‘ ‘ ‘ response() ‘
\ \ \ \ \ \ \
‘ ‘ ‘ wai t For Resp(|) ‘ ‘ parse OSP rEsp. and fill i'n Poli cyT* ansacti on
\ \ \ < \ \ — \
| | | | | | | |
| | | return PolicyTransactipn | | |
| | | | | | | |
| | | create COPS deci sioh obj. and|enbed Polid¢yTransaction ih it. |
\ \ \ = \ \ \ \
\ \ \ 1L \ \ \ \
send( Deci|si on
\ \ \ DEC AAA (Decipion) \ \ ! !
| | | | | | | |
[ [ [ parse the dedision and|extract PolicyTranhsaction [ [ [
| | | = | | |
\ \ \ U \ \ U \ \
‘ [ | return L \ \ \ | \ |
\ | _return v \ \ \ \ \ \ \
! 0 ! ! ! ! ! ! ! !
\ \ T \ \ \ \ \ \ \ \
| return | 1 | | | | | | | |
mpl Start () | | | | | | | | |
\ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \
enapl eQoS(from to) | | | | | | | | |
} new Pol Requést (from toi‘ } } } } } } }
! ! te a obs mq 1 est “Enatie @s' | ! ! ! ! !
create a nsg to reques nahl e
| | crea i \ h | | | | | |
} } send( Pol i cy‘hequest) } } } } } } } }
REQ LDP
} } assi gn( C&PSMsg) } } } } } }
\ \ i \ \ \ \ \ \
\ \ U [ . \ \ \ \ \ \
| | o | | assi gn(OpPSMsg) | | | | |
[ [ [ [ | install QoS polic [ [ [ [ [
| | | | | | | | |
retjurn
\ \ \ \ \ \ \ \ \
\ \ \ \ i \ \ \ \ \
\ \ \ \ \ \ \ \ \ \
\ \ \ \ \ L \ \ \ \ \
\ \ \ \ \ L create RPT nessage ‘ ‘ ‘ ‘
\ \ \ \ \ = \ \ \ \ \
| | | | | send COPS RPT nsgl | | | | |
RPT
‘ ‘ return | R#IVP re ues{ for QS | | |
I \ \ : AUSLAL Ll : : H
assi gn( COPSRe
| | | ‘ T 1 - 1 ‘
[ [ [ [ \AaitFoerport() [ [ [ LH
\ \ \ \ < \ \ RPT | \
\ \ \ \ | | | | u
\ \ \ \ T U \ \ \ \
\ \ \ \ \ \ \ \ \ \ \
\ \ \ \ \ \ \ \ \ \ \
| | | | | | | | | | | |
Sequence di agram when a request is nmade from Marshal for authorization. ﬁ
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SUA Mar shal Pol Requ PEPAgen COPSPr o PDPAgen | | COPSPro | | COPSQoS|PolicyTral |COSPTra QOSPI nt f Rout er
est t cessor t cessor Aqent nsaction nsl at or
| di sabl eQo$ \ \ \ \ \ \ \ \
I f | | | | | | |
! new Pol Req ! ! ! ! ! ! !
| L | | | | | | |
| create COPS nessage toldisable QIS | | | | |
M <] \ \ \ | \ \
U \ \ \ | \ \
| | | | | | |
| | | | | | |
I | | | | | |
| | | | | |
gend( Pol Requiest) \ \ \ \ \
' \ | | | |
| | |
| | |
| | |
| | |
| | |
| | |
\ |

—— — — — — —

N
\

\

\

\

\

\

i npl Fin()
J =
\

\

\

\

\

\

\

\

\

\

\

\

\

\

\

\

\

fini sh()

[
\
\
\
\
[
\
[
|
create COP:

S nmessage tq send the USage rep

end( Pol Request)

[
\
RPT

)
\

\ \
\ \
\ \
\ \
\ \
\ \
\ \

REd; di sabl eQo$
\

\
\
\
\
\
\
\
\
\
\
\
\
\

Sequence di agram when a cal |

is finished.
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new Pol i cylTr ansact i on

|
|
|
|
|
|
|
|
|
|
|
|
|
|
assi gn(CQDSMsg) \
assi gn [
|
renove S polic }
| | | |
1 1 } RSVP- C@S request ‘ QS 1
u | | DECJ: Rej ect | \
| | | RPT |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
ort | | | |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
| | | | |
asign SVs

gn( (0P ifg)(bsp) assi gn( 0OPSMEQ)'| }

T T
|
|
()

sendUsage

usage coJl rmation
|
|
|
|
|
|
,

e — —
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| net Mar PepAgen Pol Requ PDPServ | PolicyTra |PolicyTr CH
shal t est er_ nsaction | ansl ator

\ val i dat eToken(cal | ed, calling, callid, token)
' | |

—

|
|
|
|
| | sendUsage()
i i sendUsageL()
\ \ D
| |
\ |
|
|
|
|

| |
' | | |
new | | | | |
\ \ \ \
create \‘(al i dation }(OODS) Msmi; }
=a— \ \ \ \
| | | |
| | | |
sendReq(@PS%g) } } } }
| sendReq( COPSMsg, [Pol Transacti on)
\ [ \
| | sendReq()
\ \
| |
| | Ll response(y)
| | !
| | |
T | | | set Dat a(rlesponse)
T \ \ | return ¢
\ \ \
| | |
| | | | J
| | | | | LJ
| | | | f il
create ¢ODS deci siion Massag:?
\ \ \ \ \
\ \ \ <— \ \ \
| | DEC | | |
\ i \ \ \ \
} decRecei vedﬂ) T } } }
! B 1] ! ! ! !
} noti fy(Pol Request) } } } } }
] \ \ \ \ \
}Call in progress ﬁ }
| | |
| T T T T | |
| | | | | | |
get Pol Requést(cal I1d) } } } } }
| | | | |
. LT | | | | |
i mpl Fi ni sh() | | | | |
} create U‘Sage Msg(CpDS) } }
| <] | | | |
} queue it}self to sénd by Pep/‘&gent }
! < | ! |
| |
| |
| |
\
|
\
|

|

|

| |

D sendUsage( COPSMsQ) \
|

\

|

7 usageConfijrm)

‘ ret‘urn

!
\
[

\
\
\ T
\ \ \
Token validation for Incomng calls.Currently the token
validation is done locally at PolicyTranslator(), in future
it would go all the way to CH.
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