
COPSHandle
_id : char*

COPSHeader
_version : u_int8_t:4
_flags : u_int8_t:4
_opCode : u_int8_t
_clientType : u_int16_t
_msgLength : u_int32_t

COPSObjBase

COPSMsg

1 11 1

1..*

1

1..*

1

COPSContext
_reqType : u_int16_t
_messageType : u_int16_t

COPSReason
_reasonCode : u_int16_t
_reasonSubcode : u_int16_t

COPSDecision
_cmdCode : u_int16_t
_flags : u_int16_t
_data : char*

COPSError
_errCode : u_int16_t
_errSubCode : u_int16_t

COPSClientSI
_data : Data

COPSPDPAddress

COPSObjHeader
_length : u_int16_t
_cNum : u_int8_t
_cType : u_int8_t

COPSPepid
_data : Data

COPSTimer
_pad : u_int16_t
_timerValue : u_int16_t

COPSReportType
_reportType : u_int16_t
_pad : u_int16_t

COPSIntegrity
_keyId : u_int32_t
_seqNumber : u_int32_t
_digest : Data

COPSMsgParser

Parses a given COPS msg and builds a COPSMsg 
object.

COPSLPDPDecision

COPSIpv4InInterface

COPSIpv4OutInterface

COPSIpv6InInterface

COPSIpv6OutInterface

COPSIpv4Address

COPSIpv4Interface
_addr : COPSIpv4Address
_ifIndex : u_int32_t

1

1

1

1

COPSIpv6Address

COPSIpv6Interface
_addr : COPSIpv6Address
_ifindex : u_int32_t

1

1

1

1

COPSInterface

COPSIpv4PdpAddress
_addr : COPSIpv4Address
_pad : u_int16_t
_tcpPort : u_int16_t

COPSIpv6PdpAddress
_addr : COPSIpv6Address
_pad : u_int16_t
_tcpPort : u_int16_t

COPSIpv4LastPdpAddress

COPSRedirPdpAddress

COPSIpv6LastPdpAddress

COPSIpv6RedirPdpAddress

COPSKATimer

COPSAcctTimer

COPSTranceiver Class implements read/write of COPS message 
from a socket.
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Singelton class , 
responsible for making 
connection to the PDP and 
also maintain the health 
of the connection by using 
Keep-alive mechanism.

�

ReqUnintialized

init()

ReqPending

send()

ReqSent
�

_timer : Timer

received()

DecReceived
�

implStart()

DecImplStarted
�

implFin()

ReqTimedOut
_retryCount : int

init()
fail()

ReqFailed
�

del()

DecImplFinished
�

complete()

ReqComplete

delete()

ReqDeleted
�

cleanUp()

VThreadPool

PEPAgent
�

1

1

1

1

ReqState

PolicyTransaction
�

_trId : unsigned long

COPSMsg

PolRequest
	

auth()
implStart()
implFinish()
enableQoS()
disableQoS()

1 1..*

+uses

1 1..*

1

1

1

1

1
1

1
1

1

1

1

1

Class implements 
a thread pool 
with a configured 
number of worker 
threads.




A PolRequest object is an 
interface for PEPLib client to 
make a Policy Request.It also 
keeps a reference to the COPSMsg 
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Singelton class.Maintains 
connection to the PEP and 
also listening for the COPS 
message from PEPs.Whenever �

a message is arrived, it is 
queued till a thread is 
availabale to process the  
message.�

Runs in a separate 
thread.Send a 




Keep-alive message to 
all PEPs those are 

Takes a COPSRequest and determines 
if request is for local decision 
or for remote.Based on the Client 
type and message type it asks 

�

AgentFactory to create an Agent.
�

Handles any 
local decision 
requests for 
QoS.

Takes a COPS 
message and 
translate it into 

�

OSP and vice-versa.
�

COPSRSVPAgent COPSQoSAgentCOPSDefaultAgent

PolicyTranslator
�

COPSOSPAgent

uses

Handle 
RSVP-COPS 

�

request from a 
rsvp client.

default handler 
for any COPS 
requests.

COPSAgent

AgentFactory
�

COPSProcessor

1

1

1

1

uses
AThread

� uses

VThreadPool
�

1..*

1

1..*

1

KeepAliveAgentPDPAgent

1

1

1

1
11 11
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KeepAliveAgent
Runs in a separate thread.Send a 
Keep-alive message to all PEPs those 
are connected.

NamedDataParser

Takes a COPSClientSI vector, parses 
the data and seve it in the key value 
pair.�

For example data
User|aUser@vovida.com

�

will be saved in key "User" with value 
"aUser@vovida.com"

PDPServerData PEPClientData OSPServerData

PolicyCfg

1

1

1

1

1

1

1

1
1

1

1

1

Singelton class that reads Policy 
Server/OSP related configuration 
data from PorvisionServer and 
caches it in the memory.
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PDP PDPLib

COPSCoreOSPLibCommonLib

Implements the 
COPS protocolLibrary to support 

third party CH.
�

Library contains common 
objects that can be shared 
by the PEP and PDP.One 

�

example is a threadPool 
object.

An instance of 
PolicyServer.

� Library holds the 
objects to handle the 
request from PEP and 
also do the translation 
from COPS to OSP.

File: /home2/surendra/cops.mdl    Fri Jul 14 12:48:56 2000    Component Diagram: Component View / Main
 Page 6



A SIP Proxy client 
�

trying to use the 
�

PolicyServer

Marshal PEPLib
�

Library contains objects to 
support a policy request from 
the marshal and communicate it 

�

to PDP for both request and 
�

decision.(A PEP implementation)

COPSCore

Implements the 
COPS protocol

CommonLib

A set of common 
objects shared 
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PepAgen
t

PdpAgen
t

VThread
Pool

WorkerT
hread

COPSPro
cessor

AgentFa
ctory

Agent

COPS msg

assign(connection)

assign(connection)

read COPS message

process(COPSMsg)

createAgent(ClientType, MsgType, connection)

createAgent(connection)

return

process(COPSMsg)

process and reply on connection

return
return

return

COPS MSG response

Sequence diagram when message comes from PEP and handled
at the PDP.
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Marshal PepAgen
t

�
SendQue

ue�
Respons
eQueue

UsageQu
�

eue
UsageTh

�

read
PDPRespThr

ead
SendThr
ead

auth

put(PolRequest) 

getNext
send COPS msg

wait for response

DEC

put(PolRequest) 

getNext()

callCallback(PolRequest)

Call in progress

implFin()
put(PolRequest) 

getNext() sendUsage()

Sequence diagram for Marshal making request to PEP lib.
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Marshal PEPAgen
t

PDPAgen
t

PolicyTra
nsaction

OSPIntf RouterSUA PolRequ
est

LDPAgen
t

COSPTra
nslator

REQ AAA

parse the decision and extract PolicyTransaction

Sequence diagram when a request is made from Marshal for authorization.

waitForResp()

COPSPro
cessor

COPSPro
cessor

asign(COPSMsg)
if (OSP) assign(COPSMsg)

new PolicyTransaction

sendReq()

response()

parse OSP resp. and fill in PolicyTransaction

return PolicyTransaction

send(Decision)
DEC AAA

create COPS decision obj. and embed PolicyTransaction in it.

send()

send(PolRequest)

return
return

implStart()

create a COPS msg to request "Enable QoS"

send(PolicyRequest)

REQ LDP

waitForReport()

assign(COPSMsg)

assign(COPSMsg)

auth(from,to)

new PolRequest(from, to)

init()

invite

return

enableQoS(from, to)

new PolRequest(from, to)

create RPT message

send COPS RPT msgRPT
return

install QoS policy

return

RSVP request for QoS

assign(COPSReq)
DEC

RPT
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Marshal PEPAgen
t

PDPAgen
t

PolicyTra
nsaction

OSPIntf RouterSUA PolRequ
est

COPSQoS
Agent
! COSPTra

nslator

Sequence diagram when a call is finished.

RPT

create COPS message to send the USage report

send(PolRequest)

disableQoS

new PolReq

create COPS message to disable QoS

remove QoS policy

COPSPro
cessor

COPSPro
cessor

asign(COPSMsg)
if (OSP) assign(COPSMsg)

new PolicyTransaction

sendUsage()

usage confirmation

DEC Reject

RPT

send(PolRequest)

REQ disableQoS

assign(COPSMsg)

assign

implFin()

finish()

RSVP-COPS request QoS
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InetMar
shal

PepAgen
t

�
PolRequ

est
PDPServ

er
PolicyTr
anslator

CHPolicyTra
nsaction"

validateToken(called, calling, callid, token)#

new

create validation (COPS) Msg

sendReq(COPSMsg)
sendReq(COPSMsg, PolTransaction)

sendReq()

response()

setData(response)
return

create COPS decision Message

DEC
$

notify(PolRequest)

decReceived()

Call in progress

getPolRequest(callId)

implFinish()

create USage Msg(COPS)

queue itself to send by PepAgent

sendUsage(COPSMsg)

sendUsage()

sendUsage()

usageConfirm()%

return

Token validation for Incoming calls.Currently the token
validation is done locally at PolicyTranslator(), in future &

it would go all the way to CH.
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